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[57] ABSTRACT

Asystem and method examine execution or interpretation of
a Downloadable for operations deemed suspicious or
hostile, and respond accordingly. The system includes secu-
rity rules defining suspicious actions and security policies
defining the appropriate responsive actions to rule viola-
tions. The system includes an interface for receiving incom-
ing Downloadable and requests made by the Downloadable.
The system still further includes a comparator coupled to the
interface for examining the Downloadable, requests made
by the Downloadable and runtime events to determine
whether a security policy has been violated, and a response
engine coupled to the comparator for performing a violation-
based responsive action.

8 Claims, 6 Drawing Sheets
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